
Technology Differentiation:
The Halcyon Platform

The Halcyon Advantage

Halcyon is the first contextually aware and self-healing endpoint agent that 

prevents catastrophic failure due to ransomware.

Explaining The Difference 

1. CONTEXTUAL AWARENESS

Problem: Other products look at passing traffic through discrete inspections where 

they pass/fail each independent inspection. They do not carry any of the inspection 

information from one engine to the next making evasion much easier.

Solution: Halcyon weights trust based on attributes and behavior to determine 

good, bad or suspicious. We carry that information from across multiple inspection 

layers to formulate a higher fidelity picture. This allows us to more quickly determine 

good/bad, which makes evasion much more difficult for the attacker.

2. SELF-HEALING

Problem: Currently, detection and prevention logic updates are typically manual 

and performed monthly or quarterly. This is too cumbersome a process and 

infrequent to keep pace with attackers in a dynamic and ever-evolving threat 

landscape.

Solution: We have built an automated, fabric-based solution that is capable of 

healing itself from a false negative result in a matter of minutes. We consider failing 

to block ransomware at pre-execution (layer one) a failure. When a threat is caught 

at any subsequent layer, we signal the fleet and update the pre-execution layer so 

that the variant will not pass beyond it again.

3. CATASTROPHIC FAILURE

Problem: Endpoint protection solutions focus on the elimination of all threats 

all the time. However, when an endpoint is unable to detect ransomware, the 

consequences result in catastrophic failure. The compromised endpoint or fleet of 

endpoints causes some level of business impact, and the response and recovery is 

determinant on the amount and type of information stolen.

Solution: We have built resilience into the endpoint and designed an architecture 

that in most cases can eliminate the business impact due to a ransomware attack.
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RANSOMWARE STATS:

 · Average Cost of Ransomware 
Recovery = $2 Million1

 · Average Cost of Business Impact = 
$10-15 Million1

 · 4,000+ Registered Ransomware 
Attacks Daily (USDOJ)2

HALCYON FEATURES:

The following features are currently  

covered by Halcyon AI protection:

 · Four layers of ransomware 
protection

 · Lightweight endpoint agent < 25MB

 · Works completely offline

 · Windows Server 2012+,  
Windows 10+ support

 · No reboot required

THE HALCYON STORY

Based in Austin, TX, with a  

globally distributed team, 

Halcyon was formed in 2021 by a 

team of cyber industry veterans 

after battling the scourge of 

ransomware (and advanced 

threats) for years at some 

of the largest global security 

vendors. Comprised of leaders 

from Cylance (now Blackberry), 

Accuvant (now Optiv), and ISS 

X-Force (now IBM), Halcyon is 

focused on building products 

and solutions for mid-market and 

enterprise customers.

1 Average Costs of Ransomware: US Chamber of Commerce, National Security Institute, and Forbes
2 https://www.cisa.gov/uscert/sites/default/files/publications/Ransomware_Executive_One-Pager_and_Technical_Document-FINAL.pdf

https://www.cisa.gov/uscert/sites/default/files/publications/Ransomware_Executive_One-Pager_and_Technical_Document-FINAL.pdf


For more info, please contact sales@halcyon.ai © 2022 halcyon. 05.24.2022

Key Use Cases

PREVENT/DETECT RANSOMWARE:

 · Fill the ransomware protection gap against 
known and unknown variants.

 · All four layers of protection (Pre-Execu-
tion, Entrapment, Behavioral, Resilience).

ARMOR CURRENT EPP/EDR: 

 · Our protective kernel architecture protects 
current EPP/EDR/XDR agents from being blinded 
or uninstalled by ransomware. We also amplify 
bad behavior for those tools to signal on.

 · Layer two and layer three (Entrapment & Behavioral)

ENDPOINT RESILIENCE: 

 · We eliminate the business impact of ransomware 
by providing resilience and recovery at the 
endpoint instead of the fleet level.

 · Layer four (Resilience)

Key Differentiators

OFFENSIVE MINDSET: 

 · The platform was built with the attacker in mind, 
because it was built by exploitation experts.

 · Layered control fabric built with failure in mind. 

 · The platform was built with business impact in 
mind and helps to substantially reduce and in 
many cases eliminate business impact entirely. 

 · Speed and context are everything. The product has 
exceptionally high efficacy as ransomware passes 
through its inspection engines, maintains context of 
each layer prior, and is weighted for nefarious intent. 

 · Offensive techniques have been built into a 
defensive product to exploit the exploits.

TRUE ADAPTIVE SECURITY:

 · The platform was built to be adaptive via its modular 
architecture, unlike traditional monolithic code bases.

 · Attackers will find ways to evade security controls. 
The adaptive nature of the platform allows for 
retooling, or new tooling to be deployed in near real 
time with no overall impact to product stability.

 · As the product catches ransomware at any layer 
after pre-execution, it sends a self-healing signal 
back to pre-execution to prevent that variant 
from ever making it past layer one again.

AI/ML MICRO MODELS:

 · Micro models were purpose built for 
the endpoints these protect.

 · These look at smaller subsets of data with 
extremely high fidelity and intercommunicate using 
the client environment as a distributed brain.

 · This model provides off-line protection 
with its resident deployment.

 · These models are incredibly flexible and can change 
rapidly with baseline changes in the environment in 
comparison to the “slow to change” nature of con-
volutional neural nets and deep learning brains.


