Case Study

Highlights Halcyon Prevention and RecSVeryé

COMPANY PROFILE:

A large manufacturer stands at the forefront of its industry, specializing in custom
service machinery for the most demanding industrial applications. Serving
industries such as power, mining, oil & gas, refining, chemical, and petrochemical,
the company has established itself as a leader in the field.

BUSINESS CHALLENGE:

In early 2023, the company was attacked by a notorious top five Ransomware-
as-a-Service (RaaS) gang whose ransom demands range from $200k to over $4
million. At the time of the attack, the company had not fully deployed Halcyon to all
endpoints. The assets that had active Halcyon agents running remained secure but
the endpoints without Halcyon were immediately disrupted halting all production
operations. The attackers had also successfully encrypted network backups, which
left the company with the daunting prospect of rebuilding their systems from
scratch—a process that would take months and require substantial investment.

SOLUTION IMPLEMENTATION:

The company partnered with Halcyon, who enabled them to rapidly recover critical
assets and resume operations. “Halcyon really stepped in and went above and
beyond our expectations. They quickly assessed the situation and were able to
recover our files rapidly,” said the Director of Information Technology. This recovery
was achieved without paying a ransom, without capturing an encryption key, and
without resorting to costly remediation methods such as re-imaging all affected
devices. Following the incident, the company deployed Halcyon across their entire
network and has not experienced any disruptions from subsequent ransomware
attacks. “With a small team, having a solution that doesn’t require constant
oversight is crucial. Halcyon’s auto-updating is seamless and requires very little
maintenance,” the director of IT noted.

BUSINESS OUTCOMES:

The company not only survived a severe ransomware attack, but they also emerged
stronger and more resilient. This manufacturer’s story serves as a compelling
example of how partnering with the right cybersecurity provider can transform a
potential disaster into a success story. Halcyon eliminates the business impact of
ransomware, prevents data exfiltration, and enables organizations to quickly

and easily recover from attacks without paying ransoms or relying on backups.
Talk to a2 Halcyon expert today to find out more.
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