
How Criminal Ransomware Groups Target
State, Local, and Federal Governments
Criminal ransomware groups have expanded their cyber 

attack operations to a target state and local government 

entities along with federal ones. With a low cost of entry 

and a high success rate, these attacks have caused over 

$70B in damage between 2018 and 2022. With attacks 

growing at an exponential rate each year, and the 

real-world consequences of denying access to systems, 

ransomware has been upgraded to a national security 

threat by the Biden administration in early 2023.

Ransomware can make the smallest compromise 

into a disastrous and costly breach. Halcyon is 

built to ensure your organization is resilient 

against ransomware and advanced attacks.
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Email Phishing
Remote Attack on Server
Third Party Contractor
Cloud Misconfiguration
Remote Desktop Protocol
USB Drive aka Candy Drop
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I N FO G RAP H I CATTACKI N G  TH E  H O M ELAN D :

The e�ects of a ransomware attack on any organization are too disruptive to leave to a single product. 

Ransomware protection requires endpoint resilience, and Halcyon leverages several unique layers to stop 

ransomware from completing its task. Visit Halcyon.ai to learn more about the platform and get a demo.

The average bill for rectifying a ransom-

ware attack, considering downtime, 

people time, device cost, network cost, 

lost opportunity, ransom paid etc. was 

US$1.85 million

4. Time to Detect: 201 days

5. Time to Respond: 75 Day

6. Avg. Business Downtime: 20 days

7. 76% of ransomware is deployed outside normal working hour

8. Average cost of a ransom: 1% - 1.5% of an organization’s revenue

9. 34% of organizations pay the ransom on average

10. Only 65% of data was recovered AFTER payment

Sources of Ransomware Attacks


